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Protecting Members,
Preserving Trust: Why
MEFCU Partnered
with Carefull to Stop
Financial Fraud

Fraud is escalating at an alarming rate, and credit unions are on the
front lines of protecting their members—especially older members,
who hold nearly 2/3 of U.S. deposits. Merck Employees Federal
Credit Union (MEFCU) recognized the urgency of this challenge and
took immediate action by partnering with Carefull, a financial safety
platform designed to detect fraud, scams, and financial mistakes
before they cause harm. Within days of launching Carefull, 500
members signed up—proving just how critical this solution is.

getcarefull.com



The Challenge
A Surge in Scams Targeting
Older Members

MEFCU, like many credit unions, continues to see the rise in fraud, particularly
among older members. However, knowing how to help protect their members was a
challenge. Beyond preventing fraud—they also needed a solution to help educate
members, prevent mistakes, and stay proactive about monitoring their accounts.

Pain Points that

MEFCU Faced ‘ ‘

2 Members falling victim to scams The criminals are bold and
despite internal fraud protections. getting bolder. They're not being
prosecuted enough or caught
} Some members rarely Iogglng into enough’ and they’ve been

their accounts, delaying strange
transaction detection.

emboldened. They’re not going
to stop. So we, in turn, cannot
be lax with helping to protect
our members.”

2 Increased staff time spent assisting
defrauded members.

S A need for a scalable, proactive Paul Gentile
financial protection solution. 3 CEO, MEFCU

Elder Fraud Facts

$61.8 Billion 1in5 Months

Annual cost to victims Older adults falls victim Scams can go undetected
of elder financial fraud to fraud each year for long periods



MEFCU chose Carefull because of its member-friendly
approach and comprehensive fraud detection features.
Unlike back-office fraud solutions, Carefull actively
engages members, providing:

} Real-time monitoring for fraud,
scams, and financial mistakes.

} Alerts for suspicious activity
before damage is done.

D $imillionin ldentity Theft
Insurance for added security.

} Weekly account summaries
to keep members informed.

} Educational resources and
scam alerts to increase
member awareness.

Seamless, Low-Lift
Integration

MEFCU needed a solution that wouldn’t
burden their IT team with a long
implementation process. Carefull's
technology was easy to integrate, required
no development project, and provided
immediate value to members. Security was
also a top priority, and Carefull met all of
MEFCU'’s requirements with read-only
access and strong encryption protocols.

Overview

Your Overview

Welcome back, Amelia

Money

Identity & Credit

Home Title

n Trusted Contacts

@ Hack Recovery

AP Amelia Pellier

New & Improved

Scam Check
Share animage or text with us, and we'll help determine if
it might be a scam.

Been hacked? We'll help you secure all your accounts.
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By the Numbers

MEFCU $2_SB

Assets

25,000

Members

Carefull

0)
Engagement 73 /0
at MEFCU

718%
68

Carefull members
have engaged a
family member

Alert Open Rate

Average age of
Carefull member

9




The Results

Immediate Impact & Increased
Member Trust

*s,  From: Carefull Hia

Since launching Carefull,
MEFCU has:

3 Carefll  (Mpemseumess

You made a repeat donation
0 an organization with a 1-
star rating

} Enrolled thousands, and growing, of
members in a proactive fraud
protection program.

An independent, unbiased evalualor

gave this charity a low rating. We want

1o ensure that you donate 0 trustworthy
and responsible organizations. no matter

} Provided members with real-time b irich causes you care about.

alerts and insights to prevent fraud

before it happens. Amerigo nternational

1-Slar Pating — Poor

} Reduced staff burden by empowering n
members with self-service fraud
protection and access to Carefull's
dedicated support experts.

*. Charity Navigator

Donafion Information

} Strengthened trust and deepened
member relationships by reinforcing
MEFCU’s commitment to security.

Immediate Success The Cost of Inaction

“In our first couple of days with Carefull, o A single fraud incident can cost an
we had 500 sign-ups. It's clear members older member their life savings.
want this.”

Rebuilding trust after a fraud event

; ® . .
— Paul Gentile, CEO MEFCU is costly and time-consuming.

This rapid adoption underscores just how Credit unions risk reputational
urgent and necessary fraud protection ® damage if members feel
solutions are for credit union members. unprotected.




Fraud isn’t slowing down—it’s
accelerating. Credit unions can’t
afford to take a reactive
approach to member protection.
MEFCU'’s success demonstrates
how a proactive, member-first
fraud solution like Carefull can
help protect assets, reduce
losses, and reinforce trust.

Building trust is at the heart of
credit union operations, and our
members expect us to act in their
best interests. By integrating
advanced fraud protections with
Carefull and ensuring members
have access to real-time alerts and
monitoring, we reinforce that trust.

,  Paul Gentile,
' CEO, MEFCU

Are you ready to protect your members and
strengthen your credit union’s reputation?

Learn more about how Carefull can help.
Request a demo at getcarefull.com



http://getcarefull.com/

