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Cybersecurity for Banks & Credit Unions

Banks and credit unions are entrusted with highly sensitive information, making
them prime targets for cyberattacks. The unique challenges faced by financial
institutions require a tailored cybersecurity approach that not only addresses
regulatory compliance but also ensures the safety and integrity of customer
data. This checklist is designed to help banks and credit unions build a robust
cybersecurity framework that protects both their operations and their customers.

Cybersecurity Essentials:

Regulatory Compliance (GLBA, PCI DSS): Making sure your financial institution is in compliance
with financial industry regulations such as the GLBA and PCI DSS will help your business protect
sensitive financial data and it will also ensure you're adhering to the latest legal standards.
Failure to comply with these regulations can lead to significant fines and reputational damage.

Implement Multi-Layered Access Controls (Passwords, MFA, Biometrics): Access controls are
a first line of defense against cyberattacks. In addition to requiring regularly changed passwords
and multi-factor authentication, banks and credit unions can consider implementing biometric
or hardware-based authentication methods for sensitive access points in critical systems,

which helps prevent unauthorized users from gaining entry.

Encrypt Data (at rest and in transit): Encrypting sensitive financial and customer data ensures
that even if a breach occurs, that data remains unreadable to unauthorized people, especially
cybercriminals. This applies to both data stored on systems (at rest) and also to data being
transmitted across networks (in transit).

Data Retention and Disposal Policies: Establish clear policies for the retention and secure disposal
of financial records and sensitive data. This partly includes adhering to regulatory requirements

for how long customer data needs to be retained, but also makes sure that the data is securely
destroyed after that retention period ends. Cybercriminals look for all types of weak points

in systems.

Backup Data Frequently and Securely: Customer and transactional data can be restored quickly
after a cyberattack or system failure, but only if the data is regularly and securely backed up.
Backing up data offsite, or using secure cloud-based backup systems, provide an additional layer
of protection against physical attacks or damage.

Conduct Vulnerability Scans and Penetration Testing: Regular vulnerability scans identify weak
points in the network, while penetration testing simulates real-world cyberattacks to ensure

the security of your systems. This proactive approach allows institutions to address vulnerabilities
before they are exploited by attackers.
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Develop and Update an Incident Response Plan: A comprehensive, regularly updated incident
response plan can help minimize damage in the event of a cyberattack. Testing this plan through
cybersecurity simulations helps ensure that your team is prepared to respond swiftly

and effectively.

Vendor Management: Ideally, all third-party vendors who have access to your systems or data
- even partially - hold themselves to the same high cybersecurity standards as your financial
institution. Conducting periodic audits or requests of your vendor's cybersecurity practices can
help prevent their weakness from causing damage to your systems.

Cybersecurity Training for all Employees: Regular training helps employees identify phishing
attacks, social engineering attempts, and other common cyber threats. Well-trained employees
are one of the most effective defenses against a cyberattack.

Potential Causes of a Cybersecurity Incident

Financial institutions face a variety of threats that can lead to data breaches or cyberattacks.
Understanding these risks is critical for implementing effective protective measures. Here are some
potential causes specific to the banking and credit union industry:

Phishing Scams Targeting Employees: Cybercriminals may attempt to gain access to sensitive
financial data through phishing emails targeting bank and credit union employees.

Compromised Payment Systems: A breach in payment processing systems can lead
to unauthorized access to customer accounts and financial data.

Social Engineering Attacks: Attackers may use social engineering tactics to manipulate
employees into divulging confidential information, including customer account details.

Insider Threats from Disgruntled Employees: Employees with access to financial data
may intentionally cause breaches or misuse information for personal gain.

Physical Theft of Financial Records: Physical records, if not properly secured, can be stolen
and used to access sensitive customer information.

Weak Third-Party Vendor Security: Vendors who handle critical financial services may
be targeted, leading to indirect breaches of the financial institution's data.
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Before a Cybersecurity Incident
Regulatory Compliance Check
Regularly review compliance with regulations like GLBA and PCI DSS.

Conduct Penetration Testing
Schedule regular penetration tests to identify and fix vulnerabilities in your systems.

Encrypt Sensitive Data
Use strong encryption protocols for both data at rest and in transit.

Vendor Security Assessments
Evaluate the cybersecurity practices of third-party vendors.

During a Cybersecurity Incident
Activate the Incident Response Plan

Quickly isolate affected systems to prevent the spread of the attack.

Communicate with Customers and Regulators
Inform customers about the incident and provide guidance.

Secure Backup Systems
Ensure that backup systems are protected and ready for data restoration once the threat
is contained.

After a Cybersecurity Incident

Conduct a Post-Incident Analysis
Review the incident to identify the cause and evaluate the effectiveness of your response.

Restore Services and Data
Use secure backups to restore services and data.

Reassess Vendor Relationships
Reassess vendor relationships if a vendor was involved in the incident.

For further information on maintaining a culture of preparedness, consult your Agility Central portal.
Contact us at contactus@agilityrecovery.com for more information on this or any other threat.

Make Recovery Happen

Adilit 866-364-9696 Agility Recovery provides everything needed to
g U contactus@agilityrecovery.com prepare, test, and recover from any interruption.
Recovery www.agilityrecovery.com
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